INOPYYEHME HA
HNEPCOHAJIBHBIX JTAHHBIX

B AO «PANODPANBEHBAHK»

OBPABOTKY

INSTRUCTION
PROCESSING

TO AO RAIFFEISENBANK

TO PERSONAL DATA

B cootBerctBun ¢ @enepanbHBIM 3aKOHOM  OT
27.07.2006 Ne 152-®3 «O nepcoHaNbHBIX JaHHBIX)
(mamee — 3akon Noe 152-D3) KIWEHT, SBISIOUTAHCS
IOPUIMYECKUM JIMIIOM MM WHOCTPAHHOH CTPYKTYpOit
0e3 00pa3oBaHUS HOPUAMYECKOTO  JIMIA, WIH
SBJISTIOLIMIACS MHANBH Ty JIbHBIM ITPEATPUHIMATENIEM,
WIN JIUIOM, 3aHUMAIOIIUMCS B YCTAHOBJICHHOM
JEHCTBYIONIMM 3aKoHOJAaTeIbcTBOM P®  mopsaxe
JaCTHOW MpakTHKoW (mamee — KimmeHT), SBISAACH
OTIepaToOpoOM OOpPaOOTKH TEPCOHANBHBIX JTaHHBIX €0
pabOTHUKOB W/WIIK TIPEACTABUTENICH, a TaKKe MHBIX
JIUII, yKa3aHHBIX B 1. 1.3. HacTosIero nopy4yeHus, B
OTHOILICHWU TIEPCOHAIBHBIX JAHHBIX OSTHX JIHII,
nopyuaetr AO «Paiiddaiizendank» (nanee — bank, a
coBMmecTHO ¢ Knnentom - CTOpOHBI) OCYIIECTBIAThH
00pabOTKy MepCOHATbHBIX JaHHBIX Ha CIETYIOIINX
YCIIOBUSIX:

In accordance with Federal Law No. 152-FZ
dated 27.07.2006 "On Personal Data"
(hereinafter — Law No. 152-FZ), a client who is
a legal entity or a foreign structure without
forming a legal entity, or who is an individual
entrepreneur, or a person engaged in private
practice in accordance with the procedure
established by the current legislation of the
Russian Federation (hereinafter — the Client),
being the operator of processing the personal
data of its employees and/or representatives, as
well as other persons specified in paragraph 1.3
of this instruction, in relation to the personal
data of these persons, hereby instructs AO
Raiffeisenbank (hereinafter — the Bank, and
together with the Client — the Parties) to process
personal data on the following terms:

1. OPEAMET NOPYYEHMUSA

1. SUBJECT OF INSTRUCTION

1.1. Hacrosmee mopydeHue maeTrcs Ha 0OpabOTKy
NEPCOHAJIBHBIX NAHHBIX B LCJIAX 3aKIOYCHUSA C
bankoMm nr00BIX JOTOBOPOB (COTNANIEHHH) O
MPENOCTaBICHUN OaHKOBCKUX MPOIYKTOB, HHBIX
caenok Mmexay bamkom u Knuentom (mamee
COBMECTHO TI0 TEKCTY HACTOAIIECTO MOPYUYCHHUS —
JloroBopsl), ¥ MX JaJbHEHIIEro HCIOIHEHHS,
oka3anusa bankom yCiyr, B TOM 4YHUCJIE€ B LECIAX
oTKpbITHsI KiieHTy 0aHKOBCKHX M MHBIX CYETOB,
a TaKXKe OKa3aHWs JIOTOJIHUTENbHBIX YCIYyT, Ha
OCHOBaHUM 3asiBICHHA (COIJIAIICHHs, 3asBKH,
uHoro JokymenTta) Knuenra no gopme banka, B
COOTBETCTBHU C 3aKJIOUYEHHBIMH bBaHkoM
Kmnentom  JloroBopamm,  OCyLIeCTBIEHUS
pacye€ToOB IO HUM, B LHCJIAX MOJIYUCHHUA Kinnenrom
uHpopMauu 00 yciayrax, HpeaoCTaBIsIeMbIX
bankom, maptHepamu banka, B TOM umcie B
LeJIsAX TPOABWKEHHS Ha phIHKE ycuyr banka,

naptHepoB  baHka IIyTeM — OCYIIECTBIICHHS
HNpsIMBIX KOHTAakTOB ¢ KJHMEHTOM ¢ NOMOIIbIO
CPEACTB CBA3M, B LEIX OCYIIECTBICHUA

XpaHCHHA W 3alllUThl IEPCOHAJIBHBIX NaHHBIX, B
TOM 4YHCJIE B JJICKTPOHHOM BHUAC, B TCUCHHC
CpOKa, ONMPEJEICHHOI0 3aKOHOAATENHCTBOM PD,
HoroBopom(-amm) W BHYTPEHHUMU
OTOKYMCHTaMU BaHKa, B LCJIAX HaIIpaBJICHUA
mo0oi mH(pOpMaIMU, UMEIIIEH OTHOIIEHUE K
KimenTty w/wim ero mpeacTaBUTENO, B LEISIX
obecreuenus Oe3omacHoctu Kinuenra, banka u
ero pabOTHHKOB, uMmymiecTBa baHka, B Tessx

1.1. This instruction is given for the processing
of personal data for the purpose of
concluding any contracts (agreements)
with the Bank on the provision of banking
products, other transactions between the
Bank and the Client (hereinafter
collectively — the Agreements), and their
further execution, the provision of services
by the Bank, including for the purpose of
opening bank and other accounts for the
Client, as well as the provision of
additional services, on the basis of an
application (agreement, request, other
document) of the Client in the Bank's
form, in accordance with the Agreements
concluded between the Bank and the
Client, and the implementation of
settlements under them, in order for the
Client to receive information about the
services provided by the Bank and the
Bank's partners, including for the purpose
of promoting the Bank's services and the
Bank's partners on the market by
establishing direct contacts with the Client
using communication tools, in order to
store and protect personal data, including
in electronic form, for a period specified
by the legislation of the Russian
Federation, the Agreement(s) or internal
documents of the Bank, for the purpose of




3axmroueHnss Kimentom u maptHepoM banka
JIOTOBOPOB O TOJYyYEHUU TNPOAYKTOB MU YCIyT
naprHepa baHka, M B LeNAX OCYIIECTBIECHUA
Bankom ¢yHKUWH, BO3/IOKEHHBIX Ha OaHKU
JEHCTBYIOLIUM 3aKOHOAATENLCTBOM PD, B 1emsax
MOATOTOBKH AHATUTHYECKHUX OTYETOB,
OTYETHOCTH U MHBIX UCCIIEJOBAHHH (B TOM YHCIIE
AQHAJIMTUYECKUX  MCCICAOBAHMI),  BKIIOYAS
BBIIIOJIHEHHE BHYTpeHHUX npouenyp banka, B
LelsIX mepenadd mnaptHepoM banka cormacus
HaJOroIUIaTeNblluKa M MHBIX JOKYMEHTOB
Kamuenta B ®HC Pd, a Takke B
lNocynmapcTBeHHYI0 MHPOPMALMOHHYIO CHUCTEMY
O TOCYJapCTBEHHbIX W  MYHHUIMNAIbHBIX
IJIaTeXaxX B LEIAX IOJY4YEHHs] CBEIECHUU O
HA4YHMCIEHHBIX MmTpadaX, WHBIX HAYUCICHUAX U
CIHCAHMAX, B LEJIAX IPOBEPKH HAIUUYUA ¥y
KoHTpareHTa KimeHTa craTyca caMO3aHITOIrO
(ecmn TPUMEHHMO), TIPOBEPKH COOTBETCTBUS
pa3Mepa €XeroJHoro J0xoja KOHTpareHra
Knuenta, kak  caMmozaHsATOro,  mpejaemy,
YCTAHOBJICHHOMY  3aKOHOJATENbCTBOM PO,
y4acTusi B TPOBOIUMBIX baHKOM/TapTHEpaMu
banka akuumsax, ompocax, HccIeI0BaHHUIX
(BKITIOYAsA, HO HE OTPAaHUYMBAsCH MPOBEICHUEM
OMPOCOB, UCCleI0BaHuI MOCPEICTBOM
AJNICKTPOHHOH, TeNe()OHHONH W COTOBOH CBS3H),
MOATOTOBKM baHKOM WM TpPEeThUM JUIIOM
pa3IMyHOrO  poJa  OTYETHOCTH, IPHUHITUSL
peUIEHUI WM COBEPIUEHUS HWHBIX JCUCTBUM,
MOPOXKJAIOMINX OPUANYECKHE TIOCIEACTBUS B
otHoumieHuu KiMeHTa wiu Opyrux Jui, B TOM
qycllie IyTeM HalpaBleHUs WHPOPMAIHH,
colepkaliel mepcoHalbHbIe AaHHbIe KineHra
yKa3aHHBIM TPEThUM JiuIlaM, BKItodast Raiffeisen
Bank International AG wu wHble OaHKH
0aHKOBCKOH TPYIIIBI, B KOTOPYIO BXOJIUT baHK,
JUIS. TIPUHSATHUS BBIIIEYKa3aHHBIX PEIICHUH WIn
COBEpILCHUS UHBIX JEUCTBUHA, UCHOJHEHUS
bankoM BO310KEHHBIX Ha HErO B COOTBETCTBHUU
JIEUCTBYIOIIUM 3aKOHOJATEJILCTBOM PO,
JoroBopamMu, BHYTPEHHUMH  MpOLEIYpPAMHU
banka  00s3aHHOCTEW, KOHTPOJIS KadecTBa
MpeoCcTaBIsAeMBbIX baHKOM yciyr, mpoBeneHus
Bankom o0O0ydeHUs, yIIydlIEeHUS TPOIECCOB,
npeaocTaBieHuss BaHKOM KOHCYJIbTallMOHHBIX
ycIyr, B TOM 4YHCJI€ B LEIAX 3aKIIOUYEHUS
Kimmentom B JIajJbHeNIeM
JIOTOBOPOB/coTalieHuii ¢ baHkoM W/Wiau WHBIMA
JIALAMHU.

sending any information related to the
Client and/or his representative, in order to
ensure the safety of the Client, the Bank
and its employees, and the Bank's
property, for the purpose of concluding
agreements between the Client and the
Bank's partner for the receipt of products
and services from the Bank's partner, and
for the purpose of the Bank implementing
the functions assigned to banks by the
current legislation of the Russian
Federation, for the purpose of preparing
analytical reports, statements and other
studies (including analytical studies),
including the implementation of the
Bank's internal procedures, in order for the
Bank's partner to transfer the taxpayer's
consent and other Client documents to the
Federal Tax Service of the Russian
Federation, as well as to the State
Information System on State and
Municipal Payments in order to obtain
information on accrued fines, other
charges and write-offs, in order to verify
whether the Client's counterparty has self-
employed status (if applicable), and to
verify whether the amount of annual
income of the Client's counterparty, as
self-employed, complies with the limit
established by the legislation of the
Russian Federation, participation in
promotions, surveys, and research
conducted by the Bank/Bank's partners
(including, but not limited to, conducting
surveys and research via electronic,
telephone, and mobile communications),
preparation by the Bank or a third party of
various types of reports, making decisions
or performing other actions that give rise
to legal consequences in relation to the
Client or other persons, including by
sending information containing the
Client's personal data to specified third
parties, including Raiffeisen Bank
International AG and other banks of the
banking group to which the Bank belongs,
for making the above decisions or
performing other actions, for the Bank to
fulfill its obligations imposed on it in
accordance with the current legislation of
the Russian Federation, the Agreements,
the Bank's internal procedures, and to
control the quality of services provided by
the Bank, conducting training by the Bank,
improving processes, and providing
consulting services by the Bank, including
for the purpose of concluding

2



contracts/agreements with the Bank and/or
other persons by the Client in the future.

1.2. bank o0s3yercs mpeanpunsTh Bce Heooxomumele | 1.2. The Bank undertakes to take all necessary
MIPaBOBBIE, OPraHU3allMOHHBIE M TEXHUYECKHE legal, organizational and technical
Mephl ISl COONIONCHUS TIPABHJI W TPHHIIMIIOB measures to comply with the rules and
00paboTKH MEPCOHATBHBIX JTAHHBIX, principles for processing personal data
YCTaHOBJICHHBIX MPUMEHUMBIMH HOPMAaTHUBHO- established by applicable regulatory legal
mpaBoBEIMH akTamu Poccuiickoii denepanuu, B acts of the Russian Federation, including
ToM uypncie 3akoHom Ne 152-D3, wuHBIMU Federal Law No. 152-FZ, other laws and
3aKOHAMHM M TMOJ3aKOHHBIMM aKTaMH, a TaKKe regulations, as well as this instruction.
HACTOSIIUM IMOPYYCHUEM.

1.3. Ilepeuenn MIEPCOHATBHBIX JAHHBIX, B | 1.3. List of personal data to be processed:

OTHOIIIEHWH KOTOPBIX TOpydaercs oOpaboTka:
(haMuHs, UMs1, OTYECTBO, TOJ POKIACHHUS, MECSIIT
POKICHHMS, JTaTa POXKICHUS, MECTO POXKICHUS,
aJipec, CceMelWHOe TMOJOKEHUE, COIHATBHOE
MOJIOJKEHUE, 00pazoBaHue, Mpodeccus, T0XOIbI;
IPaXJIaHCTBO; TI0J;, BO3PACT; JIMYHBIN TeleoH;
pabouwmii TenedoH; ANEKTPOHHAS TOYTA; OIBIT

paboOThI;  TEKYIIAs/TIOCIEAHSISI  JTOJDKHOCTE;
npoecCHOHAbHBIE  3HAHWSA W HaBBIKW;
CBEIEHMs, coIepXamecs B  JIOKyMEHTE,

YAOCTOBEPSIIOIIEM JHYHOCTH (B TOM YHCIE B
OTHOUIEHUH Macnopra rpaxjnanuHa Pd: cepus,
HOMEp, Jara BblJA4Yd, OpraH, BbIAABIINAN
MaCIoOpT, KOJ MOAPa3AeICHHs, HHbIE CBEICHUS,
colep)Kaliydecsi B IaclopTe);  CBEICHMS,
coxepxamecs B 3arpanHnacnopre; VHH;
¢dotorpadmyeckne M30OpKEHUS; CBEICHUS,
CoJIepKaIllhecss B CBHUJETENBCTBE O POKICHUH
nerert; CHWJIC; cBenmenus, comepikamuecs B
JOKYMEHTE, TOATBEP)KJAIONIeM 3aKOHHOCTb
npeObIBaHNS HHOCTPAHHOTO IPaXKIaHUHA U JIULA
0e3 TpaxaaHcTBa Ha Tepputopuu Poccuiickoit
@®enepannu  (cepusi, HOMep, Jara Hadaia
npeObIBaHMS, 1aTa OKOHYaHHUS TPEOBIBAHUS, KEM

BBIJIAH, Korja BBIZIaH); CBEICHMS,
cozepKamuecs B BH3€E; CBEJICHMUS,
coJlepKalidecs B~ MUTPAIMOHHOW  KapTe;

CBEJICHUS, COJEpIKalIhecss B pa3pelieHuH Ha
BpEMEHHOE MPOKUBAHHUE; CBEJICHMUSI,
coJiep>Kalliiecss B BUJE HA KHUTENBCTBO; (akc;
HOMEp MOOWJIBHOTO TeiedoHa; MHPOpMAIHs O
paboronarene (Ha3BaHue OpraHu3alny,
JOJDKHOCTB/POJT  3aHATHM, pabouuii  azapec,
oTpacieBast IPUHAAJICKHOCTh KOMIIAaHWN ); aJipec
(hakTHUECKOTO MECTOHAXOXICHHS
paborosaTens; CBEIEHHS, COJCpKAIIAECS B
TPYIOBOW KHIDKKE; CBEJICHUS, COJIEpKAIIIecs B
COTNIAIIEHMH C MecTa pPaboThl; CBEIEHHS,
coJiep>Kallecs B cripaBKe B CBOOOTHOM (hopme 0
MOJITBEPIKJICHUN TPYAOBOW JIEATENBHOCTH |
TPYAOBOTO CTAXa B COCTABE aJABOKATCKOT0 OI0pO
WIA  KOJJIETMM  aJBOKaToOB;  CBEACHUS,
coJiep)Kalliecs B pa3pelieHud Ha TPYJOBYIO

surname, first name, patronymic, year of
birth, month of birth, date of birth, place of
birth, address, marital status, social status,
education, profession, Income;
citizenship; gender; age; private telephone
number; working telephone number;
email; work experience; current/last
position; professional knowledge and
skills; information contained in an identity
document (including in relation to the
passport of a citizen of the Russian
Federation: series, number, date of issue,
passport issuing authority, subdivision
code, other information contained in the
passport); information contained in a
passport; INN (Taxpayer Identification
Number); photographic images;
information contained in the children's
birth certificates; SNILS (Individual
Insurance Account Number); information
contained in a document confirming the
legality of stay of a foreign citizen or
stateless person in the territory of the
Russian Federation (series, number, start
date of stay, end date of stay, issuing
authority, date of issue); visa details;
information contained in the migration
card; information contained in the
temporary residence permit; information
contained in the residence permit; fax
number; mobile phone number; employer
information (name of the company,
position/occupation, business address,
industry affiliation of the company); the
address of the employer's actual location;
work record book data; information
contained in the agreement from the place
of work; information contained in a free-
form certificate confirming employment
and length of service as a member of an
attorneys’ bureau or the Bar Association;
information contained in the work permit
on the territory of the Russian Federation;
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NEeSATENBHOCTE Ha TeppuTropuu Poccuiickoit
Qenepanny; CBEACHUSA, COAEp)KalIecs B
MUCbME, TMOATBEP)KIAIONMIEM  3aHITOCTh B
MEXAyHapOJIHON OpraHU3alliy WU TTOCOJIBCTBE;
HOMEp HCIIOTHUTEIHHOTO MMPOU3BOICTBA; HOMEP
ximenTa. OO0paboTKa TEPCOHAIBHBIX JAaHHBIX,
MONYyYeHHBIX baHKOM B paMKax HacTOSIIEro
MOpYYeHus, ocylecTBisieTcs bankoM B o0beme,
KOTOPBI HEOOXOMMM ISl JOCTIDKEHUS KaXKIOH
U3 BBILICTICPEUHUCIICHHBIX LEEH.

Hactosmee nopyuyeHue naercss B OTHOLUEHHUH
MEPCOHANBHBIX  JAHHBIX  MPEACTaBHTEJEH
Kmuenra, paborHukoB KimeHTa, y9acTHHKOB
(axmoHEpoB, yupenuTenen) Knuenra,
BBEITOJIOTIpHOOpeTaTenei u  OcHePHUITHAPHBIX
BrnasenbileB KimeHta, a TakkKe JHI, YbH
MepCOHANbHBIC JaHHbIE OYyAyT COIEepKaThCs B
JOKYMEHTaX/CBEICHUSIX, KOTOpEIC
MPEeIOCTaBIeHBl WU OYyOyT TPEIOCTABICHBI
Kmuentom B bank s 3akirodeHuss WM
UCTIONHEHUsI JIorOBOpPOB, COBEPIICHHUS B PaAMKax

information contained in a letter
confirming employment with an
international organisation or embassy;
enforcement proceedings number; client
number. The processing of personal data
received by the Bank within this
instruction shall be carried out by the Bank
to the extent necessary to achieve each of
the above purposes.

This instruction is given in relation to the
personal data of the  Client's
representatives, the Client's employees,
the Client's participants (shareholders,
founders), the Client's beneficiaries and
beneficial owners, as well as persons
whose personal data will be contained in
documents/information that have been or
will be provided by the Client to the Bank
for the conclusion or execution of
Agreements, the  performance  of
transactions under the Agreements

JloroBopoB  omepanuii,  HPEIyCMOTPEHHBIX stipulated by the current legislation of the
JeUCTBYIOLIHM 3aKOHOJATEIBCTBOM PO, Russian Federation, the adoption of
NPUHATHS PEIICHUN WM COBEPIICHHS WHBIX decisions or the performance of other
NEUCTBUH,  MOPOXKIAIOIINX  IOPUAMICCKUE actions that give rise to legal consequences
MOCIEACTBAS B OTHOWIEHWM KiWeHTa wWin in relation to the Client or other persons,
OpyruxX  JUl, TpeaoctaBieHus  KineHty the provision to the Client of information
uHpopmanuun 00  OKa3piBaeMbIX ~ baHKOM on the services provided by the Bank, the
yciyrax, MpeI0CTaBICHHUS Bankom provision by the Bank of consulting
KOHCYJbTAIIMOHHBIX ~ YCIYr  W/WIM  HHBIM services and/or in other legal manner.
3aKOHHBIM CITIOCOOOM.

1.4. Ilepeuenn neicTBHiA (omrepanuit) c | 1.4. List of actions (operations) with personal
MEPCOHANBHBIMA JIAHHBIMH, KOTOpPhIE MOTYT data that may be performed by the Bank:
COBEPIIIATHCS Bankom: coop; 3aIKCh; collection; recording; systematization;
CHUCTeMaTH3alis;  HAKOIUIGHHWE;,  XpaHEHHUE; accumulation; storage;  clarification
YTOYHEHUE (oOHOBIICHHE, HU3MCHCHHE); (updating, modification); retrieval; use;
W3BJICYCHUE; WCTIOJIb30BAHUE; nepenada transfer (provision, access), including
(mpemocraBieHue, JOCTYN), B TOM YHCIE transfer to authorized employees, persons
mnepesadya  YIOJHOMOYEHHBIM — pabOTHHKAM, included in the same banking group as the

JIUIIaM, BXOJISIIIAM B OJIHY OaHKOBCKYIO TPYIITY C
bankom, addunupoBanHsiM nHuiaM  baska,
KPEIUTHBIM OpraHu3alsiM, B TOM YHCIE
WHOCTpAaHHBIM  OaHKaM, YYacTBYIOIIMUM B
OCYIIIECTBJICHUH MEPEBO/IOB JIECHEKHBIX CPEJCTB
Kmuenra mmbo B anmpec Kimenra, mnpu
HalpaBlIeHUM UMM 3amnpoca B baHK, HHBIM
TPETHbUM JIMIIaM, YKa3aHHBIM B HACTOSIIEM
MOPYYEHUH W/WIN ONpPEAETICHHBIM HACTOSIIUM
MOPYyYEHUEM, WX MPEACTAaBUTENSIM M HHBIM
YIOJTHOMOYEHHBIM HMH JIMI[aM, B TOM 4YHCIIE
MpHUBJICYEHHBIM baHKOM B IeNSX HMCIONMHEHUS
BO3JIO)KEHHBIX HAa HEro B COOTBETCTBHH C
JIEUCTBYIOIIUM 3aKOHOJATEIIHLCTBOM PO,
JloroBopaMu, BHYTPEHHHUMH  MpOLEAypaMu
banka  o0s3aHHOCTEll, TpeTBPUM  JIHIAM,

Bank, affiliated persons of the Bank, credit
institutions, including foreign banks
involved in making transfers of the
Client's funds or to the Client's address,
when they send a request to the Bank, to
other third parties specified in this
instruction and/or defined by this
instruction, their representatives and other
persons authorized by them, including
those engaged by the Bank for the purpose
of fulfilling the duties assigned to it in
accordance with the current legislation of
the Russian Federation, Agreements, and
internal procedures of the Bank, to third
parties who are partners of the Bank,
providing services to its clients,
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SIBIIAIOLLIUMCS napTHeEpaMu banka,
OKa3plBAIOIIMM  yCIYTH  €r0  KJIMCHTaM,
KOHCYJIbTaHTaM, WHAWBHUIYAJIBHBIM aygUTOpaM,
ayAUTOPCKUM M WHBIM  OpraHu3alusM,
NpuUBIEKaeMbIM baHKOM, a Takke JumaM, ¢
KOTOPBIMH baHK 3aKITFO4YHII ar€eHTCKUE JOTOBOPHI,
B LEJSIX TOTYYEeHHS 3aKJIIOUEHNH, KOHCYAbTalui
U WHBIX peKOMeHAanuid B Joboi  (opme,
Kacaromuxcsl ucrnonHenus Jlorosopos, nubo B
nensix peanuzanuu baHkoM cBoMX TmpaB U
o0s13aHHOCTEH M3 JJoroBOpOB, M JCHCTBYIOIIETO
3akoHOoAarenseTBa PO, B HensAX HCIONHEHUS
JIOTOBOPOB, 3aKJIOYEHHBIX baHKOM ¢ mapTHepoM
banka, B mensx 3akmroueHus KnmeHtoM u
napTHepoM baHka JOroBOpoB O TOJNYy4YEHUH
NIPOAYKTOB M ycIOyr maptHepa banka, mms
nepefauyd  baHkoM — mpHHAIIEKAIMX €My
GYHKIMI ¥ TOJHOMOYHWH, a TaKke Tpas,
BO3ZHUKAIOIUX B CBSA3H C 3aKIIOYCHHBIMH C
Knuentom moroBopamu, HHOMY JHITY (BKJIIOUAs
YCTYyNKY, B TOM 4YHCI€  pPaccMOTpEHHUE
BO3MO)KHOCTH YCTYIKH U NIPUHATHE PELLICHUs 00
YCTyIKE, M 3aJI0T MPUHAUIekKAIINX baHKy npaB
u gp.); obe3nuuuBaHUe;  OJOKHMPOBAHUE;
yOAJeHUE; yHHYTO)KEHWE,  TPaHCTpaHUYHAsA
repegada NepcoHaIbHbBIX JAHHBIX.

consultants, individual auditors, audit and
other organizations engaged by the Bank,
as well as to persons with whom the Bank
has entered into agency agreements, for
the purpose of obtaining opinions,
consultations and other recommendations
in any form concerning the execution of
Agreements, or for the purpose of the
Bank exercising its rights and obligations
under the Agreements and the current
legislation of the Russian Federation, for
the purpose of fulfilling agreements
concluded between the Bank and the
Bank's partner, for the purpose of
concluding agreements between the Client
and the Bank's partner for the receipt of
products and services from the Bank's
partner, for the transfer by the Bank of its
functions and powers, as well as rights
arising in connection with agreements
concluded with the Client, to another
person (i.a., assignment, including
consideration of the possibility of and
deciding on assignment and the the

assignment, and pledge of rights
belonging to the Bank, etc.);
depersonalization; blocking; deletion;
destruction; cross-border transfer of

personal data.

1.5. IlepconanpHble maHHBIE MOTYT OoOpabarbiBathes | 1.5. Personal data may be processed with or
KaKk ¢ WCIOOJb30BaHHMEM, Tak W  0e3 without the use of automation tools. The
WCTIONB30BAHUS ~ CPEACTB  aBTOMATH3AIlHH. transfer of personal data by the Client shall
[lepemaua mepcoHaNbHBIX AaHHBIX KimeHTOM be carried out in electronic form and/or on
OCYILECTBISIETCS B JEKTPOHHOM BHJIE W/WITH Ha paper.

OyMa)KHBIX HOCUTEIISX.

1.6. B coorBercTBHM ¢ HactosmmMm TmopydenueM, | 1.6. In accordance with this order, personal
MepCOHANBHBIE JaHHBIE MOJUIe)kar o0padoTKe data shall be processed by the Bank until
Bankom 10 JgocTkeHHMsS Iieiield  00paboTKU the purposes of processing personal data
MEPCOHANBHBIX  JAaHHBIX TI0  HACTOSIIEMY under this order are achieved.
MIOPYYEHUIO.

1.7. KnuenT noarBepxkaaer u rapantupyet, uro uMm | 1.7. The Client confirms and guarantees that it

MMOJTYy4Y€HO TIMUMCBMEHHOC COIIaCuc CY6'BGKTOB
NEpCOHAJIBHBIX MHAaHHBIX, YbH IICPCOHAJIBHbBIC

JAaHHbIE  COAEp)KATCSI B IPEACTaBICHHBIX
Kmuentom B bBaHk J0KyMEHTax/CBEIEHUSX,
MOJYyYEHHbIX baHKOM B  COOTBETCTBUHU C
JloroBopamMn  W/WIM  WHBIMA  3aKOHHBIMHU

cnocobamu, Ha 00paboTKy baHkOM W WHBIMH
TPETHUMH JIUI[AMHU, B TOM YHUCJI€ YKa3aHHBIMH B
HACTOSIILIEM TOPYYEHUH, 3TUX MEPCOHAIBHBIX
JAHHBIX N0 mopydeHuto KineHta B yka3aHHBIX
BBIIIIE TIEJIAX, a TaKXKe TapaHTHPYET, dUTO
coJieprKallue MEePCOHATILHBIE JIaHHBIC
JIOKYMEHTBI/CBe/ICHUsT  OymyT TpPeICTaBIAThCS
KimmenTom B baHk B COOTBETCTBHH C
JloroBopaMy, MHBIMH OTIEPAlUSIMH C COTJIACHS

has received the written consent of the
personal data subjects whose personal data
is contained in the documents/information
submitted by the Client to the Bank,
received by the Bank in accordance with
Agreements and/or other legal means, to
the processing by the Bank and other third
parties, including those specified in this
instruction, of these personal data on
behalf of the Client for the above
purposes, and also guarantees that
biometric personal data,
documents/information will be submitted
by the Client to the Bank including under
the Agreements and other transactions




CyOBEKTOB  IEPCOHAJBbHBIX  JAHHBIX, YbH
[IEPCOHAIbHBIE JIaHHbIE COIEPXKAaTCi B TaKUX
JNOKyMeHTax/cBeqeHusX. KimeHT Hecer Bce
HEeONIaronpusITHBIE TOCIEACTBUS, CBS3aHHBIE C
HenonyyeHueM KIHMEHTOM TakuxX COIMAacHid.
Bank, comnacHo 4. 4 ct. 6 3akona Ne 152-D3, ne
o0s3aH  monmy4yaTh  comlacue  CyOBEeKTOB
MEPCOHANBHBIX JAHHBIX Ha 00pabOTKy HX
[EPCOHANBHBIX JaHHBIX.

with the consent of the personal data
subjects whose personal data is contained
in such documents/information. The
Client bears all the adverse consequences
associated with the failure of the Client to
obtain such consent. According to Part 4
of Article 6 of Federal Law No. 152-FZ,
the Bank is not required to obtain consent
from personal data subjects to process
their personal data.

1.8. TpeboBanuss Kk 3ammure obOpabarbiBacMmbiX | 1.8. Requirements for the protection of
MIePCOHANLHBIX ~ JTaHHBIX, B TOM  YHCIC processed personal data, including the
HEOOXOIUMBIE MEPHI TI0 3aIUTE MEePCOHATBHBIX necessary measures for the protection of
JAHHBIX OTIPEEIISIOTCSI Bankom personal data, are determined by the Bank
CaMOCTOSITETIFHO C y4eToM TpeOoBaHMI 3akoHa independently, taking into account the
Ne 152-®3 u uHbBIX (¢enepanbHBIX 3aKOHOB U requirements of Law No. 152-FZ and
MOJ3aKOHHBIX  aKTOB, TMpH  005A3aTeIHLHOM other federal laws and regulations, with
WCTIOTHEHUH Bbankom TpeboBaHUi u mandatory fulfilment by the Bank of the
00s13aHHOCTEW, TPETyCMOTPEHHBIX YKa3aHHBIM requirements and obligations stipulated by
3aKoHOM. the said Law.

1.9. Kimuenr mopyuaer banky B gwumme ero | 1.9. The Client instructs the Bank, represented

YIOJIHOMOYEHHBIX PAaOOTHUKOB M HHBIX JIMII,
npuBjickaeMbix baHkoMm, mopy4ath o0paboTKy
MEPCOHANBHBIX JAaHHBIX, a TaKXe IepenaBaTh
NEPCOHANbHBIEC AaHHbIE JHLAM, HIPUBICYCHHBIM
bankoMm, s AOCTHKEHUS] yKa3aHHBIX BBIIIE
Hejaer, a Takke JUId  ILeIeH  HCHOJIHCHUS
BO3JIOKEHHBIX Ha baHk B cooTBeTcTBUH
JEHCTBYIOLIUM 3aKOHOJATEIbCTBOM PO,
JoroBopamMu, BHYTPEHHMMH  MpPOLEAYpaMU
Bbanka 00s13aHHOCTEH, B TOM 4YHCIIE IS IENei
apXMBHOT'O XpaHEHMA, AJS LeNell coOmroneHus
TpeOoBaHMI 3aKOHOJATENBCTBA 0
MIPOTUBOJICHCTBUN JIeTAIM3AINH  (OTMBIBAHUIO)
JOXOZOB, IMOJYYEHHBIX MPECTYHHBIM IyTEM, U
(UHAHCUPOBAHUIO TEppopu3Ma, ISl  Leler
B3BICKAHUS 33/I0JDKEHHOCTH TPETHUM JIUILIOM, JJIS
uesiel mepenaun  Knmenty wundopmanmmu U
nokymeHToB (B ToM yuciie OO0 «OCI" Pexopna3
Menemxment  Lentp», 127083, Poccus,
Mocksa, yi. 8 Mapra, a.14, ctp. 1, Raiffeisen
Bank International AG, 1030, Austria, Vienna,
Am Stadtpark 9, a Taxxe JIIOOBIM POCCUHCKUM
WJIM MHOCTPaHHBIM JIHIIAM, BXOJISIIIAM B TPYIIITY
UL, K KOTOpOH mnpuHamiexuT bank, wmm
SABISIOIIMMCS  aQQUIMPOBaHHBIMU  JIMLAMU
banka, cnmCOK KOTOpBIX IyONUKyeTca B
UHTEpHETE Ha OQuUIMaTLHOM caiite bBankal,
OankaMm, BxonsiiuM B rpymnmy Raiffeisen Bank
International AG, BKiIrOYas TPaHCTPAHUYHYIO
nepeayy JAaHHBIX W 00paboTKy JaHHBIX C

by its authorized employees and other
persons engaged by the Bank, to entrust
the processing of personal data, as well as
to transfer personal data to persons
engaged by the Bank, in order to achieve
the above purposes, and also for the
purposes of fulfilling the duties assigned
to the Bank in accordance with the current
legislation of the Russian Federation,
Agreements, and internal procedures of
the Bank, including for archival storage
purposes, for the purposes of compliance
with the requirements of legislation on
combating the legalization (laundering) of
proceeds from crime and the financing of
terrorism, for the purposes of debt
collection by a third party, for the purposes
of transferring information and documents
to the Client (including OSG Records
Management Center LLC, 14, 8 Marta St.,
building 1, Moscow, Russia, 127083,
Raiffeisen Bank International AG, 1030,
Austria, Vienna, Am Stadtpark 9, as well
as any Russian or foreign persons who are
part of the group of persons to which the
Bank belongs, or who are affiliated
persons of the Bank, the list of which is
published on the Internet on the official
website of the Bank?, banks that are part of
the Raiffeisen Bank International AG

! Ha ocnoBanuu pekomengauuii banka Poccun nepeuens adpuimposannbix jni banka BpeMEHHO HENOCTYIIEH.
2 Based on the recommendations of the Bank of Russia, the list of the Bank's affiliates is temporarily unavailable.




HCIIOIB30BaHUEM 00JIaYHBIX CEPBHCOB,
HCKJTIOYAOIINX 1o YCIIOBHSIM
COOTBETCTBYIOILIETO JIOTOBOpA JOCTYII
nmpoBaijiepa K JaHHBIM 00pa0aThIBACMBIM Ha
TEPPUTOPUHI HWHOCTPAaHHBIX TOCY/AapCTB,
o0ecreunBarONMX aJeKBaTHYIO 3allUTy IMpaB
CyOBEKTOB  MEpPCOHANBHBIX  AaHHBIX, AOQO
«HamnuonanbHOe OFOPO KPEIUTHBIX HCTOPHID»,
121069 1. MockBa, CkaTepTHbIi TIep., 1. 20, AO
«O6benunenHoe KpenutHoe bropo», 115114, r.
Mocksa, Illmo3oBas Ha6., 1. 4, AO «bropo
KpeIuTHBIX ucTopuii «CropuHT bropo» 129090,
r. Mocksa, yn. Kamanuesckas, 1.16, ctp.1, [IAO
«Mera®on» 127006, r. MockBa, OpyxeiHblil
iep., 1. 41, [TAO «Mo6wmibabIe TeneCructeMb»,
109147, r. MockBa, yn. Mapkcuctckas, n.4.,
I[TAO «BweimnenKom», 127083, r. Mocksa, yi. 8
Mapra, II. 10, cTp. 14, 000
"MYJIbTUCEPBUCHAS IJIATEXHASA
CHUCTEMA", 115054, r.Mockaa, yiI.
baxpymmna, n.23, ctp.l, AO "3ETTA
CTPAXOBAHME", 115184, r.Mocksa, HaO0.
Ozepkosckas, 1.30, OO0 "Mbitmxop kenpecc”,
143420, MockogBckas obiacth, . KpacHoropck,
O. MuxankoBo, Tep. Mbpimxop Cuth, 34.
CKJIAJICKOTO KOMITIeKca, autep 10, momen. 92,
000 «KC XonmguHroBas KOMIIaHUS», PO,
115088, r. MockBa, BH.T€p.I'. MyHHIMIIAIbHBII
OKpYT IOxxHOMOPTOBBIA, yI1.
[MapukonmoamunuukoBckas a. 13,  crp.3,
OFBLEJUHEHUE "POCHHKAC", 127051,
r.Mocksa, 6-p lgerno#t, n. 7, ctp 3,
CIIELICBA3b POCCHH, 129626, r.MockBa, BH.
Tep. T. MYHHUIMNAJIbHBINA OKPYT AJEKCEeBCKHIA,
yi. 1-1 Mertumunckas, a. 17, [IAO CoepOaHk,
117312, r.MockBa, yn. Baeumora, a1.19, OOO
«[IPUKUIIEP-TTPOLIECCHUHT, 141701,
MockoBckast 06nacth, T.0. JloNronpynHbId, T.
Honronpynueiii, npoes3a Jluxauesckuil, 1. 4, cTp.
1, momem. 20, AO «HCIIK», 115184, Mockaa,
yin. bompmias Tartapckas, 1.11A, AO «JIXIJI
WNurepremnn 127083, r. Mocksa, yi. 8 Mapra,
14, OO0 «bu Kpro bu Pama», 107014, r.
MockBa, BH. Tep. I'. MYHHIIMIIAIBHBIA OKpYT
Cokonpuukn, yi. lacremno, a. 41, momerr.
216/A, OO0 «T2 MobGaitn», 108811, ropox
MockBa, &M Kwuesckoe mocce 22-i1 (I
MockoBckwit), Bia. 6 cTp. 1, aTax 5 komHarta 33,
000 «CIOK-T'moban, 630007, T.
HoBocubupck, yn. Kpusomekosckas, a. 15, k.1,
atax 1,2, AO «I1® «CKb Kontyp» 620017, 1.
ExatepunOypr, yn. Kocmonasros, 1. 56, OO0
«YK Paiiddaitzen», 119002, r. Mocksa,
Cmonenckas-Cennas miomaznes, a. 28, O0O
«Paitbdaiizen-Jlusuar» 119002, 1. Mocksa,
Cmonenckas-CeHnas 1romanab, goM 28, OO0
«PBPY CJl», 119002, r. MockBa, CMoJeHCKas-

group, including cross-border data transfer
and data processing using cloud services
that, under the terms of the relevant
agreement, exclude the provider's access
to data processed in the territory of foreign
states, ensuring adequate protection of the
rights of personal data subjects, National
Bureau of Credit Histories JSC, 20
Skatertny per., Moscow, 121069, JSC
United Credit Bureau, 4 Shlyuzovaya
embankment, Moscow, 115114, JSC
"Credit Bureau "Scoring Bureau", 16
Kalanchevskaya St., building 1, Moscow,
129090, MegaFon PJSC 41 Oruzheyny
per., Moscow, 127006, Mobile
TeleSystems PJSC, 4 Marxistskaya St.,
Moscow, 109147, VimpelCom PJSC, 10,
8 Marta St., building 14, Moscow, 127083,
MULTISERVICE PAYMENT SERVICE
LLC, 23 Bakhrushina St., building 1,
Moscow, 115054, ZETTA INSURANCE
LLC, 30 Ozerkovskaya embankment,
Moscow, 115184, Major Express LLC,
143420, Moscow Region, Krasnogorsk,
Mikhalkovo village, Major City territory,
warehouse complex building, lit. 1b, room
92, "KS Holding Company" LLC, 13
Sharikopodshipnikovskaya St., building 3,
intra-city area Yuzhnoportovy municipal
district, Moscow, 115088, Russian
Federation, ASSOCIATION
"ROSINKAS", 7 Tsvetnoy Boulevard,
building 3, Moscow, 127051, SPECIAL
COMMUNICATIONS OF RUSSIA, 17,
Ist Mytishchinskaya St., intra-city area
Alekseevsky municipal district, Moscow,
129626, Sberbank PJSC, 19 Vavilova St.,
Moscow, 117312, PAYKEEPER-
PROCESSING LLC, 4 Likhachevsky
proezd,  building 1, room 20,
Dolgoprudny, Dolgoprudny urban district,
Moscow region, 141701, NSPK JSC, 11A
Bolshaya Tatarskaya St., Moscow,
115184, DHL International JSC 14, 8
Marta St., Moscow, 127083, BQB Russia
LLC, 41 Gastello St., room. 21B/A, intra-
city area Sokolniki municipal district,
Moscow, 107014, T2 Mobile LLC, 6
Kievskoye Shosse 22nd km (Moskovsky
settlement), building 1, floor 5, room 33,
Moscow, 108811, SDEK-Global LLC, 15
Krivoshchekovskaya St., bldg. 1, floor 1,
2, Novosibirsk, 630007, PF SCB Kontur
JSC 56 Kosmonavtov St., Yekaterinburg,
620017, Raiffeisen Management
Company LLC, 28 Smolenskaya-Sennaya
Square, Moscow, 119002, Raiffeisen-




Cennas miomanb, 1oMm 28, ITAO «MockoBckast
bupxa», 125009, r. Mocksa, bombImoi
Kucnosckuit nepeynox, gom 13, OOO «Pb-
Humxuramy, 115432, 1. MockBa, mp-KT
AnmporioBa, .18, k.2, OOO «ACTPAIJI-
CODT», 2480003, I. Kanyra, VI
Huonkosckoro, 1. 4 od. 211, OO0 «MCBKy,
125167, r. MockBa, BH. Tep. T. MyHHLIUIIANbHBII
OKpyT Anpomnopt, JleHnHTpagckuii mp-kt, a. 36,
ctp. 40, mome. 229, OO0 «MBKW», 125130, 1.
Mockga, yin. Ilpuopoa, AO «MBKIN», 127006,
r. Mockga, yi. Cagosas-Tpuymbanbhas, 1. 4-10,
1. 30, OO0 «HIIK «Kponoc-Uudopm», 125130,
r. Mocksa, yn. IIpuoposa, a. 30, AO «HayuHo-
MIPOM3BOCTBEHHAS KOMIIaHHSA «Kponoc-
Nuadopm», 125047, 1. MockBa, BH.TEp.T.
MYHMLMINANBHBI  OKpyr TBepckod, ym. 2-1
Teepckas-fAmckas, a. 18, momemi. 4/3, OO0
«ED®HH», 105064, 1. MockBa, Hmwxani
CycanbHbiii nep., a. 5, ctp. 17., at./mom. m.1/1,
000 «®aiiB Iloct», 109029, r. Mocksa, yiI.
Cpennsis KanutHukoBekas, a. 28, cr. 4, ot. 1,
noMm. VIII, koM. 7, OOO «MoOHIBHBIN areHT»,
109930, r. Mockga, yi1. ApTioXuHOH, a. 6b ),
perucrparopaM M JACMO3UTAPUSM, B TOM UHCIIE
WHOCTPaHHBIM, B KOTOPBIX baHKy OTKpPBITHI
JUIEBbIE cueTa (cuera Jemno0) HOMUHAIBLHOTO
JepKaTens, OpraHu3alusIM U UHAUBUIYaTbHBIM
MIPEeAMPUHUMATENSIM, OCYIIECTBIITIONINAM YCITyTH
[0  PErHCTPAIMOHHBIM  JICUCTBUAM  W/WIK
IOPUTUIECKOMY COMTPOBOKACHUIO CICIKHU, HHBIM
HEKPEIUTHBIM M HEOAHKOBCKHUM OPTaHU3AIIHSM,
a paBHO Kak NpHU MPUBJICUCHUH TPETHUX JIUI[ K
OKa3aHWIO yCIyr, ns Tmepegadd bankom
MPUHAIICKANIX eMy GYHKIUH U TOJTHOMOYHH,
a TaKkKe TpaB, BO3HHUKAIONINX B CBS3U C
3aKTIOYeHHBIME ¢ KimeHToM  JoroBOpamu,
WHOMY JIMIly (BKIIIOYAsh YCTYNKYy, B TOM YHCIIC
pacCMOTpEeHHE  BO3MOXXKHOCTH  YCTYNKH U
MPUHATHAE pemeHuss 00 YCTyNKe, © 3aJior
NpuHAIeKAMuUX  banky mpaB u  1p.),
OpTraHM3aNUIM u VHAWBU Y ATEHBIM
MIpeIMTPUHUMATEIISM, SIBIISTFOIITAMUCS
OpraHU3aTOpaMH  aKIUH, TMPOBOJAUMBIX IS
KmuentoB banka cormacHo TapTHEPCKUM
cornameHusiM. baHk BrpaBe B HEOOXOAMMOM
o0beMe  pacKpbiBaTh  JUII  COBEPIICHUS
BBIIIICYKA3aHHBIX JICUCTBUH HHPOPMALIMIO O
Kmuente (Bxmrowas TiepCOHAIBHBIC JIaHHBIC)
TakKUM TPETHUM JIMIIAM, UX areHTaM W WHBIM
YIIOJITHOMOYECHHBIM H  TIPHUBIICKAEMBIM ~ UMH
JIUIAM, WHBIM TPEThUM JIMIIaM, WHGOPMAIIUIO O
KOTOpbIX KiIMeHT mosyvaer u3 3aKIIOYEHHBIX C
BbankoM 10roBopoB (cornamieHnii) ¢ ykasaHueM
TaKMX TPETHUX JIMIl JHUOO CBEACHHS O TPEThUX
JUIax, KOTopbiM baHK mepenan mepcoHaIbHEIC
JaHHBIC, COOOIMIAIOTCS WJIM JIOBOJATCS  JIO

Leasing LLC 28 Smolenskaya-Sennaya
Square, Moscow, 119002, RBRU SD
LLC, 28 Smolenskaya-Sennaya Square,
Moscow, 119002, Moscow Exchange
PJSC, 13 Bolshoy Kislovsky Lane,
Moscow, 125009, RB-Digital LLC, 18
Andropova Prospekt, building 2, Moscow,
115432, ASTRAL-SOFT LLC, 4
Tsiolkovskogo St., office 211, Kaluga,
2480003, MSBK LLC, 36 Leningradsky
Prospekt, building 40, room 229, intra-city
area municipal district Aeroport, Moscow,
125167, MBKI LLC, Priorova St.,
Moscow, 125130, MBKI JSC, 4-10
Sadovaya-Triumfalnaya St., bldg. 30,
Moscow, 127006, LLC "SPC "Kronos-
Inform", 30 Priorova St., Moscow,
125130, Scientific and Production
Company "Kronos-Inform" JSC, 18, 2-ya
Tverskaya-Yamskaya St., room 4/3, intra-
city area municipal district Tverskoy,
Moscow, 125047, EFIN LLC, 5 Nizhniy
Susalny per., building 17, floor/room p.
1/1, Moscow, 105064, Five Post LLC, 28
Srednyaya Kalitnikovskaya St., building
4, floor 1, premises VIII, room 7, Moscow,
109029, Mobile Agent LLC, 6B
Artyukhina St.,, Moscow, 109930), to
registrars and depositories, including
foreign ones, in which the Bank has
opened personal accounts (depository
accounts) of the nominal holder, to
organizations and individual
entrepreneurs providing services for
registration actions and/or legal support of
transactions, other non-credit and non-
banking organizations, as well as when
engaging third parties to provide services,
for the transfer by the Bank of its functions
and powers, as well as rights arising under
agreements concluded with the Client, to
another  person  (i.a.,  assignment,
including consideration of the possibility
of assignment and deciding on the
assignment, and pledge of rights
belonging to the Bank, etc.), to
organizations and individual
entrepreneurs who organize promotions
held for the Bank's Clients in accordance
with partnership agreements. The Bank
shall be entitled to disclose, to the extent
necessary for the performance of the
above actions, information about the
Client (including personal data) to such
third parties, their agents and other
persons authorized and engaged by them,
to other third parties, information about
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cBenennst Kimenra bankoM J1I0OBIM criocoOoM,
TTO3BOJISIONIAM OJTHO3HAYHO ONPENCIUTh, YTO
cooOmeHne moctymuiao oT baHka, a Takke
NPEACTABISATh TAKUM JHUIIAM COOTBETCTBYIOIINE
JOKYMEHTBI, CoJlepiKalllne TaKkylo WH(OPMAITUIO
¢ coOmroeHneM TpeOOBaHMIT 3aKOHOIATEILCTBA,
a MMCHHO, TMPHUHIMIIOB M MpaBWI 00pabOTKU

MEPCOHANBHBIX  JaHHBIX, MPEAYCMOTPEHHBIX
OenepanbHbIM 3aK0HOM OT 27.07.2006 Ne 152-
o3 «O MEPCOHAJIbHBIX JTAHHBIX»,

KOH()MJICHIINATHHOCTH MTEPCOHATBHBIX IAHHBIX U
obecrieueHeM 0€30MTaCHOCTH  MEPCOHATBHBIX
JMAHHBIX TIPH MX OOpabOTKe, B TOM YHCIE C
KCIOJIb30BaHUEM 00TaYHBIX CEPBUCOB
00pabOTKM  MAaHHBIX, HCKIIOYAIONUX  II0
YCIIOBHSIM COOTBETCTBYIOIIETO JIOTOBOPA JIOCTYII
mpoBaiijiepa K 00padaThIBACMbIM JaHHBIM.

bank BmpaBe B HeoOXoOMMOM  oObeMe
PacKpbIBaTh AJsl COBEPIIEHUS BBIIICYKa3aHHBIX
neicTBUi  MHOpMalMi0O O  IpeicTaBUTeNe
KJII/ICHTa, a TaK)KC MHBIX JIMIIaX, YKa3aHHbIX B II.
1.3. HacToOsIIEro MOpPY4YEHHs, TAKUM TPEThUM
JUIaM, UX areHTaM U WHBIM YIIOJTHOMOYEHHBIM
MU JIMIaM, a TaKKe IPCAOCTaBIATL TaKUM

JUaM COOTBETCTBYIOILIUE JOKYMEHTHI,
colepxamye HMHGOPMALUIO O MpPENCTaBUTENC
Knuenra (mepcoHanbHbBIE JTaHHBIE), c
cobmoneHneM  TpeOOoBaHUM  JeHCTBYHOIIETO

3aKkoHonarenbcTBa PO. Takke KnueHt npusHaer
U TOATBEP)KIAET, YTO HACTOSAIIEE MOpYy4EeHHE
CUUTACTCs JaHHBIM UM JIFOOBIM TPETHUM JIMLIAM,
0 KOTOPBIX YKa3aHO BbIE, W JIOOBIE TaKue
TPEThM JIMIAa KMEIOT MNpaBo Ha 00paboTKy
NEPCOHATIBHBIX JaHHBbIX Ha OCHOBaHUU
HACTOALIETO MOPYyYEHUSI.

which the Client receives from contracts
(agreements) concluded with the Bank
indicating such  third parties, or
information about third parties to whom
the Bank has transferred personal data,
shall be communicated or brought to the
attention of the Client by the Bank in any
way that makes it possible to clearly
determine that the message was received
from the Bank, and also provide such
persons  with  relevant  documents
containing  such  information in
compliance with the requirements of the
law, namely, principles and rules for
processing personal data, as provided for
by Federal Law No. 152-FZ dated
27.07.2006 "On Personal Data", the
confidentiality of personal data and
ensuring the security of personal data
during their processing, including the use
of cloud data processing services that,
under the terms of the relevant agreement,
exclude the provider's access to the
processed data.

The Bank has the right to disclose, to the
extent necessary for the performance of
the above actions, information about the
Client's representative, as well as other
persons specified in paragraph 1.3 hereof,
to such third parties, their agents and other
persons authorized by them, and also to
provide such persons with relevant
documents containing information about
the Client's representative (personal data),
in compliance with the requirements of the
current legislation of the Russian
Federation. Also, the Client acknowledges
and confirms that this instruction is
considered to be given by the Client to any
third parties mentioned above, and any
such third parties have the right to process
personal data on the basis of this
instruction.

1.10. Kiuwueur

MOATBEPXKIACT, YTO  HACTOSIIEE
MOpy4YeHHEe Ha O00padOTKy MEepPCOHAIBHBIX
JTAHHBIX IEHCTBYET B TEUCHUE CPOKa JEHCTBHA
JIOTOBOPOB  (COTJIAIICHUH),  3aKIFOUEHHBIX
Mexay Kinumentom u  baHkoMm, CpokoB
nonkmouennss KiueHty cepBuco (ycmyr),
MpeocTaBsieMbIXx baHKOM, a Takke CpPOKOB

XpaHEHUs JIOKYMEHTOB/CBEICHUA,
CoJIEpKaIlnX MepCOHAIbHBIE JaHHBIC,
YCTaHOBJIEHHBIX JIEUCTBYIOLIUM

3akoHOAarenbcTBOM P® u JloroBopamu (B
3aBUCUMOCTH OT TOIO, YTO HUCTEYET IO3J]IHEe).

1.10.The Client confirms that this instruction to
personal data processing is valid for the
duration of the contracts (agreements)
concluded between the Client and the
Bank, the terms for the Client’s access to
the services provided by the Bank, as well
as the storage periods for
documents/information containing
personal data established by the current
legislation of the Russian Federation and
the Agreements (whichever expires later).
The Client has the right to revoke its




KnueHt BmpaBe OTO3BaTh CBOE MOPYYCHHUE
IyTeM  HANpaBICHHUS  COOTBETCTBYIOLIETO
NHCBMEHHOTO yBenomiieHus: banky. B ciyuae
oT3bIBa mopydeHusi Kimenta Ha 00pabOTKy
HEepPCOHANBHBIX JaHHBIX baHK BOpaBe He

mpekpammarb  00pabOTKy  TEepPCOHAIBHBIX
JIAHHBIX M HE YHUYTOXUTh UX B CIIy4asx,
MPETyCMOTPEHHBIX JEHCTBYIOITIM

3aK0HOAATENhCTBOM P® m(mim) BHyTpEeHHUMH
JMokyMeHTamu baHka, B TOM 4HCIIE, €CITU CPOKH
XPaHEHUS TIEPCOHATIBHBIX JAHHBIX HE UCTEKIIH.

instruction by sending a written notice to
the Bank. In case of withdrawal of the
Client's instruction to personal data
processing, the Bank shall have the right
neither to terminate processing of the
personal data, nor to destroy the personal
data in cases provided for by the current
legislation of the Russian Federation
and/or internal documents of the Bank,
including if the timing of the storage of the
personal data has not expired.

2. OBLIGATIONS OF THE BANK AND

2. OBSA3AHHOCTU BAHKA U KIIMEHTA THE CLIENT

2.1. OGszannoctu banka: 2.1. Obligations of the Bank:

2.1.1. [lpuanmate Bce  HeoOxomumble  Mepbl, 2.1.1. To take all necessary measures aimed at
HampaBJicHHbIC Ha O0ECICUYCHUE BBITOJIHEHUS ensuring the fulfillment of obligations
00513aHHOCTEH, MPETYCMOTPEHHBIX 3aKOHOM Ne stipulated by Federal Law No. 152-FZ.
152-@3.

2.1.2. Cobmonath koHuaeHnuanbHoCcTh [2.1.2. To maintain the confidentiality of personal
MEPCOHATBHBIX JTAHHBIX, o0ecrneunBaTh data and ensure the protection and security
3amuTy W Oe3omacHocTh 00pabaThIBaeMbIX of processed personal data.
HEePCOHATBHBIX TaHHBIX.

2.1.3. CobOmonate TpeboBanus, mpenycmorpenubie 4. 2.1.3. To comply with the requirements
S5cr. 18 mct. 18.1 3akona Ne 152-03. stipulated in Part 5, Article 18 and Article

18.1 of Law No. 152-FZ.

2.1.4.Tlo 3anpocy Kmuenra B Teuenue cpoka 2.1.4. To provide documents and other
JIEHCTBHUSI HACTOSIEr0 TMOPYYEHHs, B TOM information confirming the adoption of
YyHuCclle 0 00paObOTKH MEPCOHATBHBIX JTaHHBIX, measures and compliance with legal
MPeIOCTaBIATh  JIOKYMEHTBI W HWHYIO requirements for the purpose of executing
WHQOPMAIUIO, MOJATBEPKIAIOIINE TPUHATHE the order at the Client's request, during the
Mep 17§ coOutoIeHUS TpeOoBaHMIA term of this instruction, including prior to
3aKOHOAATENhCTBA B  IENAX  HCIIOJHEHUS the processing of personal data.
HOPYYEHUSL.

2.1.5. BeinosHsaTh TpeOOBaHUS K samute 2.1.5. To comply with the requirements for the
00pabaThiBa€MBIX TEPCOHAJBHBIX JAaHHBIX B protection of processed personal data in
COOTBETCTBHUH cO CT. 19 3akona Ne 152-03. accordance with Article 19 of Federal Law

No. 152-FZ.

2.1.6. Ilo JOCTHKCHUU LEJH o0pabotku [2.1.6. Upon achieving the purpose of processing
MEPCOHAIBHBIX  JAHHBIX 0  HACTOSIIEMY personal data under this instruction, to
MOPYYEHUIO MIPEKPATUTH 00paboTKy stop processing personal data and destroy
NEPCOHANBHBIX  JIAHHBIX W YHHYTOXHTb personal data within thirty working days

MEPCOHAJIBHBIC NAHHBIC B TCUYCHHUC TpHUALATU
pa6oqnx Z[Hef/i C MOMCHTA AJOCTHIKCHUSA LECIU

00pabOTKM  TEepCOHAJBHBIX  JAaHHBIX, 3a
UCKITIOUCHHEM cIy4aeB, Korjia baHk BrpaBe He
npekpamarb  00paboTKy  MEpCOHANBHBIX

JaHHBIX B COOTBCTCTBHUHU C Tpe6OBaHI/IHMI/I

from the moment the purpose of
processing personal data is achieved,
except in cases where the Bank has the
right not to stop processing personal data
in accordance with the requirements of
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3aKOHOIaTEIbCTBA
JIOKyMEeHTOB baHka.

nim BHYTPCHHUX

legislation or the Bank's internal

documents.

2.1.7. OcymecTBisTh yrouHenue, Onokupoanue u 2.1.7. To clarify, block, and destroy personal
YHUUTOKEHHE MEPCOHAIBHBIX JaHHBIX I10 data at the Client’s request within the
TpeOOBaHUIO Knmnenra B CPOKH, terms established by Russian legislation.
YCTaHOBJICHHBIE 3aKOHOAATEIbCTBOM PD.

218. B cmyyae  mpekpamenust  gedictBus 2.1.8. In the event of termination of this
HaCTOALIETO MOpy4YEHUS o JOOBIM instruction for any reason, unless
OCHOBaHMSIM, €CIIH WHOE He TMPeIyCMOTPEHO otherwise provided by the instruction, as
MopydYeHueM, a TakkKe TpH TOIyICHUH well as upon receipt of information from
nHpopmanun ot KimneHnra o6 oT3b1Be CyOBEKTOM the Client about the revocation by the
MePCOHANBHBIX JAaHHBIX COTIIACHs Ha 00paboTKy subject of personal data of consent to the
€ro TEePCOHANBHBIX JaHHBIX W MPU OTCYTCTBUHU processing of his personal data and in the
WHBIX OCHOBaHWH Ha 00pabOTKY MEepCOHATBHBIX absence of other grounds for the
JAHHBIX YHUYTOXXHUTH MEPCOHAIBHBIC JTaHHBIC B processing of personal data, to destroy the
CpoK He mpeBbImaromuii 30 (TpuAIaTH) THEH C personal data within a term not exceeding
JaThl TIOCTYIUICHHWS] OT3bIBA COIJIACHS Ha 30 (thirty) days from the date of receipt of
00pabOTKy TNEpCOHAIBHBIX JaHHBIX CyObeKTa the revocation of consent to the processing
MEPCOHANBHBIX  JAaHHBIX  TNPH  YCIOBUHU of personal data of the subject of personal
CBOEBpEMEHHOTO  yBemomuieHHs1  KimeHtom data, subject to timely notification by the
Banka, nmubo ¢ faTbl mpekpalieHust JeHCTBUS Client to the Bank, or from the date of
HACTOSILETO MOPYUYCHUSI. termination of this instruction.

2.1.9. bank wHeszamemmuTensHOo mnpuHEMaeT Bce 2.1.9. The Bank shall immediately take all

HEOOXOMMBIE MEPHI [T yCTPaHEHUS YTPO36I B necessary measures to eliminate the threat
OTHOLICHUH 0E30MacHOCTH  MEPCOHATBHBIX to the security of personal data, minimize

JaHHBIX, MUHMUMHU3AMH1 BBI3BAHHOTO YTEUKOH
yiep6a, a TakKe I TpeA0TBPACHHS JTFOOBIX
BO3MOJKHBIX HETaTUBHBIX IOCIEACTBUM I
CyOBEKTOB MEepCOHANBHBIX NaHHBIX banka mmu
MaKCHUMaJbHO  BO3MOXKHOTO  COKpAILEHUS
HEraTUBHBIX BO3JIEHCTBUH.

the damage caused by the breach of
personal data, and prevent any possible
negative consequences for the subjects of
the Bank's personal data or minimize the
negative impacts as much as possible.

2.2. QO6szannoctu KnneHra: 2.2. Obligations of the Client:

2.2.1. OGecnieunts Hanmuuue npaBoBbIX ocHoBaHuil 2.2.1. To ensure the existence of legal grounds
JUist  00paOOTKU TEPCOHAIBHBIX JIAHHBIX H for the processing of personal data and the
NOpy4eHUs: 00pabOTKHU NMEPCOHANTBHBIX JIaHHBIX instruction to personal data processing to
banky, B ToM umcne oOecnednTh HaIH4YUE the Bank, i.a., ensuring the availability of
coriacuii CyOBEKTOB TMEPCOHANBHBIX JaHHBIX consent from personal data subjects to the
Ha 00paboTKy HX TEpCOHATBHBIX JaHHBIX, processing of their personal data,
BKITFOUAst MopydeHue 00paboTku including the assignment of the processing
MEPCOHANBHBIX TAHHBIX TPETHUM JIUIAM, B TOM of personal data to third parties and
YHCJIe, COIIacue Ha mpuBJicueHue baHkoM K consent to the Bank's involvement of third
00paboTKe TEepPCOHANBHBIX JaHHBIX TPETHUX parties (subprocessors) in the processing
nut (cy6oOpaboTUHKOB). of personal data.

2.2.2. HezamemmurensHo  goBectd 10 banka 2.2.2. Immediately inform the Bank if the
UHQOPMAIMIO B CiIydae OT3bIBA CYOBEKTOM personal data subject withdraws consent to
NEPCOHAIBHBIX  JIaHHBIX  cOrjacus  Ha the processing of his personal data in the
00paboTKy €ro MepCOHANbHBIX JAAaHHBIX MpU absence of other grounds for continuing
OTCYTCTBHH HHBIX OCHOBaHUI JUTSE the processing of personal data, as well as
NPOJIOJDKEHUS]  00pabOTKH  TepCOHAIBHBIX
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JTAHHBIX, a TAKKE TOBOJUTH JI0 CBeieHUs baHka
UHPOpMAIHIO 00 YTOYHEHHWH IEePCOHATBHBIX
JTAHHBIX 110 MEepPe HEOOXOUMOCTH.

inform the Bank about the clarification of
personal data as necessary.

2.3. CoBmMecTHbIe 00s13aHHOCTH CTOPOH: 2.3 Joint obligations of the Parties:

2.3.1. HesamemnmurensHo (He mozmHee 24 (mBaanatu | 2.3.1. To notify the other Party in writing in the
YeThIPEX) YacoB C MOMEHTa OOHapy)KeHUs) event of detection of a breach of personal
MUCBMEHHO YBEJOMHUTH BTOpYy0 CTOpOHY B data immediately (no later than 24
ciIy4ae OOHapyXEHHs YTEYKH IEepPCOHAJIBHBIX (twenty-four) hours from the moment of
nmaHHbIX. 1o/ yTeuKkol mepCcoHambHBIX JaHHBIX discovery). In this instruction, a breach
B paMKaXx HaCTOSIIErO MOPYYCHHUs TOHUMAETCS of personal data means an unauthorized
HENpaBOMEpHAas WM CIy4daiiHas Tmepegada or accidental transfer (provision,
(mpenocraBienne, pacpocTpaHeHHe, TOCTY) distribution, access) of personal data,
MEPCOHATBHBIX JTAHHBIX, MOBJIEKIIast resulting in a violation of the rights of
HapyIlICHUE MpaB CYObEKTOB IEPCOHAIBHBIX personal data subjects. The notification
JaHHBIX. YBEIOMJICHHE IIOJDKHO BKIJIIOYATH B must include information about the time
ce0st nHMOPMAIMIO O BPEMEHH H XapakKTepe and nature of the incident (including
npoucuiecTBUS  (BKIIodass HHMOPMAIHIO O information about the categories of
KaTerOpHsIX CyOBEKTOB MIePCOHATBHBIX personal data subjects and their
JAHHBIX ¥ UX TPUOJIM3UTETHHOM KOJIHYECTBE, & approximate number, as well as the
TaKxke 3aTparuBaeMbIX KaTeropusix categories of personal data affected and
[TepconanbHBIX JaHHBIX u ux their  approximate  number), the
MPHOTH3UTETHHOM KOJIYECTBE), 0 presumed causes of the breach and the
OpeArnoNaraéMbplX  NPUYUHAX  YTEUYKH U presumed harm caused by the breach to
NpEAIoIaraeéMoM Bpesie, HAHECEHHOM YTeUKON the rights of personal data subjects, the
npaBaM CyOBeKToB [lepcoHANBHBIX TaHHBIX, O affected processing system, the time of
3aTparuBaeMoil cucteme 00pabOTKH, BpEMEHH detection, the possible consequences of
OOHapyXeHHsI, O BO3MOXKHBIX MOCIEACTBHUIX the breach, the measures taken or
yTeYKH, O Mepax, MPUHAMAEMBIX WIH planned to eliminate or reduce the scope
IUTAHAPYEMBIX AN YCTPaHEHUS  WIH of the personal data breach, and the
coKpaieHuss o0bemMa yTeuku llepcoHambHBIX contact details of a person who can
JAHHBIX, a TaK’)K€ KOHTAaKTHBIC JaHHBIC JIHIIA, provide detailed information.

KOTOPO€ MOJKET TIPEIOCTaBUTh JETAIbHYIO
UHQOPMAITHIO.
2.3.2. B Teuenne 72 (cemuuecstu JnByx) dacoB | 2.3.2. Within 72 (seventy-two) hours, notify

MUCbMEHHO YBEAOMUTh BTOPYI0 CTOpPOHY O
pe3ynpTaTax BHYTPEHHETO PacCielOBaHHS
BBISIBIIEHHOM yTEUKH, a TakXKe MPEOCTABUTH
CBEIICHUS O JIMIAX, JCHCTBUS KOTOPHIX CTaJIH
MPUYUHON BBISBICHHOTO WHIMIEHTA (IIpH
HaJTU9UHN).

the other Party in writing of the results of
the internal investigation of the
identified breach, and also provide
information about the persons whose
actions caused the identified incident (if

any).

3. OTBETCTBEHHOCTb
KJIMEHTA

BAHKA n

3. LIABILITY OF THE BANK AND THE
CLIENT

3.1. 3a HapylieHHE 0053aTEeNbCTB O HACTOSIIEMY
nopyyenuro  bank u  KimeHtr  Hecyr
OTBETCTBEHHOCTH B COOTBETCTBHUU c
JEHCTBYIOLIUM 3aKOHOJaTeNbCTBOM Poccuiickoii
Oepepanuu u ycnoBusMu Jlorosopa.

3.1. For violation of obligations under this
instruction, the Bank and the Client shall
be liable in accordance with the current
legislation of the Russian Federation and
the terms of the Agreement.

3.2. B cmyuyae HECOOTBETCTBUS 3aBEPEHUI U TapaHTHI
Kimenra, ykazaHHeIX B 1. 1.7 HaACTOSIIETO

3.2. In the event of any discrepancy between the
representations and warranties of the
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MOpYy4YECHHS, JIEUCTBUTEIBLHOCTH, Knuent
00s13yeTcsT  BO3MECTHTh  baHKy  yOBITKH,
MPUYUHCHHBIE  HEJIOCTOBEPHOCTBIO  TaKHX

3aBepeHUil U rapaHTHIl B COOTBETCTBHH CO CT.
431.2TK PO®.

Client specified in paragraph 1.7 of this
instruction, the Client undertakes to
compensate the Bank for losses caused by
the unreliability of such representations
and warranties in accordance with Article
431.2 of the Civil Code of the Russian
Federation.

4. PA3ZPELHIEHHUE CIIOPOB

4. DISPUTE RESOLUTION

Ilopyyenue  perynmupyercs W HOIUISKHUT
TOJIKOBAHUIO B COOTBETCTBUU c
3aKOHOATeNnbCTBOM Poccuiickont Denepanuu.

bank n KnmreHT mpuMyT Bce HEOOXOAMMBIE MEPHI
[0 YPEryJHpOBaHMUIO PpA3HOIJIACHUH B XOJE
BBHITMIOJIHEHHUS  00S3aTENBCTB O  HACTOSILEMY
MOPYYECHUIO C COOJIONEHHEM 0053aTeIBbHOTO
nocyneOHOro MopsAKa yperyJupoBaHUs CIIOpa.
B cnyuae Hepoctuxenuss bankom n Knuentom
coriacus CHOpPhl WM  pasHorjacus IO
HaCTOSIILEMY MOPYYEHUIO MOJUIeKAT
paccMoTpeHunto B ApOUTpakHOM cyJe T. MOCKBEBI
B COOTBETCTBUU C JIEUCTBYIOLIUM
3aKOHOATeNbCTBOM Poccuiickoit denepanuu.

This instruction shall be governed by and is
subject to interpretation in accordance with
the laws of the Russian Federation.

The Bank and the Client shall take all
reasonable measures to settle their disputes
in fulfilling their obligations hereunder in
accordance with the pre-trial dispute
resolution procedure. If the Bank and the
Client fails to reach an agreement, disputes
or disagreements regarding this instruction
shall be subject to consideration by the
Arbitrazh Court of Moscow in accordance
with the current legislation of the Russian
Federation.

5. IMPOYEE 5. MISCELLANEOUS
B cayuae, ecnium nonoxenus 00 oOpabotke | If the personal data processing provisions in any
MEPCOHANBHBIX  JAaHHBIX B JI000OM  JOroBope, | contract between the Parties contradict the

3aKI0YeHHOM Mexay CTOpOHamMH, MPOTUBOpEYAT
IMOJIOKCHUAM, YKa3aHHBIM B HACTOAIEM IMOPYYCHUH,
TO K 00paboTke  NPUMEHSIOTCS  YCIOBHS,
[PEIyCMOTPEHHBIC B HACTOSIIEM MTOPYUYCHHUH.

provisions set out in this instruction, the terms
set out in this instruction shall apply to such
processing.

13




